
Wireless Router Basics 
Modem vs Router: What’s the Difference? 

A modem (modulator/demodulator) was originally a device that took the analog signal of the 

phone line and converted it into a digital signal that a computer can understand. Now we use the 

term “modem” to mean any device that receives the raw signal from an Internet service provider 

(ISP) and puts out a signal the computer and other devices can use. The input could be a 

telephone line, digital subscriber line (DSL, VDSL), satellite or cable coax feed. Modems 

usually have one to four Ethernet ports to which a computer can be connected. 

A router is a device that allows multiple devices to connect to a network. It will have several 

Ethernet ports to which one device per port is attached. For instance, in a home network, various 

desktop computers, laptops, printers, TVs, DVRs and satellite receivers may be connected 

through an Ethernet cable to the router. The computers can all use the printers and other devices 

on the network. If sharing is enabled, the computers can access each other. 

How your modem and router work together 

Once the modem is receiving its signal, and the router is set up with all of the devices, an 

Ethernet cable connecting the modem to the router allows every computer to now get onto the 

Internet. The router handles all of the information flowing back and forth through the network so 

the various signals don’t get confused. 

There is firmware (software) on the router that allows some level of security to the network to be 

applied. Computers outside of the network can’t get in and some devices within the network may 

be restricted. You can also monitor what devices are connected to the network. 

Combination modem/router devices can be purchased that perform both roles in one piece of 

hardware. The disadvantage is if one part of the device fails, the whole unit may not be 

operational until the unit is replaced. 

Also available is a wireless router. Instead of using Ethernet cables to connect to devices, a 

wireless signal is used. Devices with a wireless modem can connect to the router. This is a useful 

feature as more devices are being made that have no Ethernet connection. Laptop computers, 

tablets, eBook readers, TVs and smartphones can all connect to a network through a wireless 

router. 

http://www.dsl.com/compare/modem-vs-router/  

 

 

http://www.dsl.com/compare/modem-vs-router/


 

What is a Router 

A router acts as a gateway and directs the flow of data between the devices on your network 

and the internet. Having a router makes it possible for you to have more than one device 

connected to the internet. A router's job is to make devices on your internal network (LAN or 

Local Area Network) think they are on an external network so that they can communicate on the 

internet. Data can flow both ways once a connection is established by your router. Pictured 

below are several common routers. 

 

What does a Router do? 

When you connect to your ISP (Internet Service Provider) they will only give you one IP 

address. This is your external IP address. If you only want to have one device on your network, 

then that one address would be all you need.  

Each device connected on the internet needs its own IP address that is unique and global. So if 

you want to connect more than one device to the internet you need to use a router. A router takes 

that one IP address given by the ISP and uses it to connect to the internet or WAN (Wide Area 

Network) side of things.  

The router creates an internal network (LAN) that lets you access the internet from several 

devices with each device having a different internal IP address. Almost all internal networks 

have internal IP addresses that looks like 192.168.x.x or 10.0.x.x. Your internal network (LAN) 

may include devices such as computers, laptops, Xbox, PlayStation, tablets, iPods, iPhones, 

and/or security cameras. Your router works like a mailroom directing the flow of data packets 

and keeps track of which device is connected through which IP address.  



 

What is NAT? 

NAT (Network Address Translation) is the protocol that all routers use to maintain useful 

connections between the internet and a device on your network. NAT works to fool the device on 

your internal network to think that it is on the internet and protects the network from outside 

access. NAT is the way a router keeps track of which connections have been established from 

inside the network to various internet locations and which devices on the internal network are 

accessing data.  

What is a SOHO or Home Router? 

Most routers are SOHO (Small Office/Home Office) or Home Routers. They connect networks 

in a home, home office, or small office to the internet. There are many router manufacturers and 

many different models of routers that have various features. Some routers offer Wi-Fi so that 

your wireless devices can seamlessly connect to your internal network (LAN). For a list of the 

many routers available, visit http://setuprouter.com/  

Another type of router is called a Core Router. Core Routers rout data to networks all over the 

world at very fast speeds. Core routers are central to the internet and make up the "backbone of 

the internet." There is an intermediate link between the backbone and your ISP or carrier called 

the “backhaul”. 

http://setuprouter.com/networking/what-is-a-router/  
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How to Choose a Strong Password? 

 

Why Should I Create a Strong Password? 

Passwords are your first line of defense to protect your online accounts, safeguard your personal 

information, and secure your home network. Given enough time a password can be guessed, so it 

is your job to make it as hard as possible for a person or computer program to guess your 

password. 

When creating a new password, make sure that it is a strong password. A strong password is 

made up of 15 to 20 characters and is a mix of upper case, lower case, numbers 0 to 9, and 

punctuation symbols (! #,$,&,=). Also, your password should not be made up of names or words 

or other familiar character combinations. It is easy to give in and use a simple password that 

anyone can guess but a strong password is essential for proper network security and for keeping 

the information in your online accounts safe. It is advisable to use a password manager like 

KeePass to generate and store your passwords. 

 

Wi-Fi Security 

WPA and WPA2 

Due to the major inefficiencies of WEP, WPA (Wi-Fi Protected Access) became available. WPA 

was the intermediate step between WEP and WPA2 and was not intended to be used indefinitely. 

WPA uses a type of temporary encryption key that changes with each packet sent over the web. 

Also, WPA enables your router to automatically reject any packets that it receives out of order. 

This is good because it prevents hackers from injecting packets onto your network which is one 

of the primary means of getting in. 



In 2006 WPA2 became mandatory in all new Wi-Fi devices. WPA2 replaced WPA's temporary 
key with a superior government level security encryption. This upgraded encryption uses AES 
 (Advanced Encryption Standard) thought to be un-crackable at this point. WPA2 is considered 
very secure. 

 

WPA2 Modes 

WPA2 has several different versions to choose from:  

 WPA2-Personal is sometimes referred to as WPA-PSK (Wi-Fi Protected Access Pre-

Shared Key). With WPA2-Personal, you set up a password in your router which you 

share with those you want to have access to your network. This password is entered 

through the computer or device that is connecting to your Wi-Fi network. This is the 

recommended security mode for home networks.  

  

 WPA2-Enterprise is used for businesses only. 

  

 WPA/WPA2 Mixed Mode may also be a choice in your particular router. This means 

your router uses WPA2 if possible but falls back on WPA when needed. Due to WPA2 

being a much safer choice, we recommend not using this mode. If you have devices that 

are not compatible with WPA2, we recommend updating your equipment to better protect 

yourself against unwanted security attacks. 

Both WPA and WPA2 require the use of a strong password, it is recommended that you use a 

password of at least 20 characters, including symbols and numbers. Check out this guide to learn 

more about how to create a strong password. You could also download the free “Strong 

Passwords need Entropy” program: http://eddantes.blog4ever.com/   to check the security of your 

passwords.  

Recommended Wi-Fi Settings 

The security of the information you send over the internet should be of top priority. We 

recommend using WPA2-Personal whenever possible since it has the strongest encryption. 

WPA should be a far second choice and WEP should not even be considered a choice. If you 

have a router newer than 2006 you should have a firmware upgrade that allows for WPA2-

Personal, which we highly recommend upgrading to. If you have an older router, made before 

2006, you may want to consider upgrading your device to a newer one that can be better secured. 

 

http://setuprouter.com/choose-strong-password/
http://eddantes.blog4ever.com/


Also note, that after changing your router to a different encryption type, you will need to re-

configure all of your wireless devices to your network. Devices like wireless printers, phones, 

music players, gaming consoles, and wireless televisions may need to have their settings changed 

and be re-connected to you network. 

How to Update Your Router Firmware? 

The computer world is growing fast and to keep up it becomes necessary to update your router 

firmware periodically. This guide covers the basics of why and how to update your router 

firmware. 

Note: Backup configuration settings before updating firmware. You can do this from the 

administration section. 

 

Firmware vs. Software 

Software is normally referred to as add-ons such as programs you run on your electronic device. 

Firmware acts as the foundation upon which your router runs. This is somewhat permanent in 

that it can't be changed until a new firmware update replaces it. It also can't be removed like you 

can with software. 

Is Updating Your Firmware Dangerous? 

Don't update your firmware unless you think it is necessary. A firmware update can be somewhat 

dangerous if you don't take the right precautions. If the update is interrupted at any point during 

the process, your router could become useless. This becomes a much smaller risk when a cable is 

connected directly from the router to the computer you will be using to update the firmware. A 

cabled computer has a more stable connection to the internet during the update process. 

Note: Do NOT update your firmware over a wireless connection!  

Why Update Your Router Firmware? 

Most people are unaware that you can update your router without going to the store and buying a 

new one. To keep up with the growing computer world a router will become obsolete rather 

quickly without occasional firmware updates.  



Firmware updates will: 

Fix Bugs 

Most devices come from the manufacturer with problems or bugs that cause issues with 

performance. Once the bug is found, a remedy is created usually in the form of a firmware 

update. If your router is slow or even freezes. A firmware update could be the solution instead of 

throwing it away and buying a new one. 

 

Add New Performance Options 

Sometimes a firmware update adds new features to your router such as a guest network, traffic 

meters, or parental controls. By checking the manufacturers website periodically, you can be up-

to-date on the latest options available to your router. 

Update Available Security Options 

Depending on when you bought your router you could be using an outdated version of security. 

Keeping an updated security version is crucial if you want your private data to remain private. 

We strongly recommend updating your firmware version if you are still using WEP or WPA 

security. Take a look at our WEP vs. WPA Guide for more information on why you shouldn't be 

using these security options anymore. If you are unsure what security type you are using, click 

the link on the left side of the page labeled List of Routers. Then using the green links near the 

top of the page. Click the Wi-Fi Instructions option. Follow the steps on that new page to figure 

out what security options you have available to you. If you are not using WPA2 then you need to 

update your firmware to allow for this security type. Best settings are WPA2/AES (WPA2/PSK) 

How to Update Your Router Firmware? 

This is a basic guide that shows you how to update your router firmware. This particular guide is 

based on a very popular Linksys router. Most likely your router's interface will be different, but 

the following guide will help you understand the basic process. 

Getting Ready 

Use a computer that is wired to your router. Using a computer that is not wired to your router has 

an unreliable connection to the internet. You need a durable and steady connection because this 

update process cannot be interrupted. An interruption could potentially cause your router to 

become useless.  

 

 

 

http://setuprouter.com/wep-vs-wpa/


Login to Your Router 

You need to find out what firmware version you are using. Most routers display this on the status 

page. It is typically called Firmware Version but in some cases it may be called something like 

Runtime Code Version. Go ahead and login to your router. You can find your router's login 

guide from the Home page of our site. You will need to know your LAN Gateway typically 

192.168.0.1 or 192.168.1.1 this will be covered in more detail in the Home Network Repair 

class.  Note: The UserName and Password for all Linksys routers   UserName: admin  and 

Password: admin 

Note: You can also find the Gateway IP address of your router by opening the command prompt 

and typing “Ipconfig” and looking for the default gateway. You will learn how to do this in the 

Home Network Repair class. You then put the default gateway address into the URL or address 

bar, click enter and type in the username and password.  

Find Your Firmware Version 

 

http://setuprouter.com/


If you have followed the login guide you should now be on the Home page of your router. This 

page should list the Firmware Version you are using and the model number. If you have never 

updated your firmware, you can find this information on the underside of your router. On the 

router we have chosen, the firmware version is located in the upper right corner of the page. 

Write the firmware version you are using and the router model number somewhere convenient. 

Visit Your Router Manufacturer Page 

Once you have found the firmware version and model number, you need to visit your router 

manufacturer page. For this router, you will need to visit the Linksys support page. Be sure you 

are getting your firmware upgrades from the router's official website. Type your router's 

make and model in the web-browser, the manufacture's page should be the first or second choice. 

Locate your specific router's updates on the website. Go ahead and download the firmware 

version you want update. After you have downloaded the new firmware version to your 

computer, you need to save it to an easy to access place on your computer, such as your desktop. 

Find the Firmware Update Section of Your Router. 

If you logged out of your router before visiting your router manufacturer page you need to login 

once again. Once on the Home page of your router, you need to locate the Firmware Update 

page. For this router you click the option of Administration at the top of the page. Then beneath 

that click the option of Firmware Upgrade. Some routers may have this page in the 

Maintenance or Tools section of the router. 

Update Your Router Firmware 

 

You should now be on the correct page to update your firmware version. Use the Browse button 

to locate the firmware version on your computer. 

Once you have located the correct file, highlight it and click the option of Open. 



The file you have chosen should now be in the Please select a file to Upgrade box. Click the 

option titled Start Upgrade. 

 

Possible Problems When Updating Your Router Firmware 

Your router should reboot after the firmware update is complete. If your router did not reboot, 

check the router status page to see if the firmware version has changed to the version you chose. 

Do not unplug your router or interrupt this update. Interrupting this update could cause 

damage to your router. 

How to connect the IoT (Internet of Things) to your wireless router? 

This will include your Smart TV, Satellite dish, DVR, Tablets, Smartphones, Laptops, Desktops, 

Thermostats, lighting, door locks, refrigerator, toaster, home security system, webcams, garage 

door opener, furnace and air conditioner, etc. Most of these devices will connect wirelessly. If at 

all possible only connect them to the isolated guest account (older or cheap routers don’t have 

this option). 

How to increase your wireless routers range? 

The simplest way to increase your wireless routers range on the 2.4Ghz band is to manually set 

the router to Channel 1. Most wireless routers in the USA use channels 1 thru 11 and the isolated 

spacing should be 1, 6 or 11. Channel 6 seems to be the default. The “Rule of Thumb” is the 

lower the frequency the greater the range. If you need more through put (bandwidth) then change 

the bandwidth setting from the default 20Mhz to 40Mhz (please note this uses some overlapping 

channels and may cause interference to your neighbors). For the 5Ghz range change 40Mhz to 

80Mhz and set the Channel to “Auto” or the low range. Remember that most wireless is sending 

Half Duplex and this will ALWAYS be slower than the Full Duplex hardwired Ethernet cable. 

Some routers have the ability to be accessed by Apps on your smartphone, here is one app: 
https://play.google.com/store/apps/details?id=com.asus.aihome   

 
 
Router setup guides: 
http://setuprouter.com/  
http://www.wikihow.com/Set-Up-a-Wireless-Router  
http://smallbusiness.chron.com/install-linksys-router-bridged-modem-static-ip-57633.html  
 
Router Setup suggestions: http://www.routercheck.com/  
 
10 Crucial Features to Use in Your Wireless Router Setup at Home 
http://www.makeuseof.com/tag/10-crucial-features-use-wireless-router-setup-home/  

https://play.google.com/store/apps/details?id=com.asus.aihome
http://setuprouter.com/
http://www.wikihow.com/Set-Up-a-Wireless-Router
http://smallbusiness.chron.com/install-linksys-router-bridged-modem-static-ip-57633.html
http://www.routercheck.com/
http://www.makeuseof.com/tag/10-crucial-features-use-wireless-router-setup-home/


 

 
How to buy a router? 
 
http://www.pcmag.com/article2/0,2817,2347539,00.asp  
http://www.pcworld.com/article/254928/how_to_buy_a_router.html  
http://www.smallnetbuilder.com/basics/wireless-basics/32620-how-to-buy-a-wireless-router-2015-
edition  

 
Best Wi-Fi Routers 2016 
http://www.tomsguide.com/us/best-wifi-routers,review-2498.html  
 
 

Online Router Emulators/Simulators 
Asus RT-AC66U 
http://event.asus.com/2012/nw/dummy_ui/en/Advanced_WAN_Content.html  
Asus RT-AC5300 
http://ec2-54-202-251-7.us-west-2.compute.amazonaws.com:8080/index.asp  
DD-WRT v24 Beta (open source firmware from DD-WRT.com) 
http://www.informatione.gmxhome.de/DDWRT/Standard/V24BetaVPN/index.html  
Linksys 
http://ui.linksys.com/  
Netgear 
http://firmware.netgear-forum.com/index.php?act=interface  
TRENDnet 
http://www.trendnet.com/emulators/TDM-C400/index.html  
TP-Link 
http://www.tp-link.com/en/emulators.html  
OpenWRT    https://openwrt.org/    (free open source firmware ) 
http://router-firmware-test.gamma.nu/LuCI/index.html  
 

 
Popular Wireless routers 
Asus: http://www.asus.com/us/Networking/Wireless-Routers-Products/  
D-Link: http://us.dlink.com/product-category/home-solutions/connect/routers/  
Linksys: http://www.linksys.com/us/  
Belkin: http://goo.gl/oBzKiC  
Apple: https://www.apple.com/airport-extreme/  
Netgear: http://netgear.com/home/products/networking/wifi-routers/  
Buffalo:  http://www.buffalotech.com/products/wireless  

 
Most Popular & Best Wireless Routers for DD-WRT Firmware 2015 
http://www.flashrouters.com/blog/2015/04/24/most-popular-best-wireless-routers-dd-wrt-2015/  
 

Upgrade your old router to DD-WRT firmware: http://dd-wrt.com/site/index   free 

http://www.pcmag.com/article2/0,2817,2347539,00.asp
http://www.pcworld.com/article/254928/how_to_buy_a_router.html
http://www.smallnetbuilder.com/basics/wireless-basics/32620-how-to-buy-a-wireless-router-2015-edition
http://www.smallnetbuilder.com/basics/wireless-basics/32620-how-to-buy-a-wireless-router-2015-edition
http://www.tomsguide.com/us/best-wifi-routers,review-2498.html
http://event.asus.com/2012/nw/dummy_ui/en/Advanced_WAN_Content.html
http://ec2-54-202-251-7.us-west-2.compute.amazonaws.com:8080/index.asp
http://www.informatione.gmxhome.de/DDWRT/Standard/V24BetaVPN/index.html
http://ui.linksys.com/
http://firmware.netgear-forum.com/index.php?act=interface
http://www.trendnet.com/emulators/TDM-C400/index.html
http://www.tp-link.com/en/emulators.html
http://router-firmware-test.gamma.nu/LuCI/index.html
http://www.asus.com/us/Networking/Wireless-Routers-Products/
http://us.dlink.com/product-category/home-solutions/connect/routers/
http://www.linksys.com/us/
http://goo.gl/oBzKiC
https://www.apple.com/airport-extreme/
http://netgear.com/home/products/networking/wifi-routers/
http://www.buffalotech.com/products/wireless
http://www.flashrouters.com/blog/2015/04/24/most-popular-best-wireless-routers-dd-wrt-2015/
http://dd-wrt.com/site/index


Open WRT: https://openwrt.org/     

 

Password Manager: http://keepass.info/  

 

Terminology 

https://en.wikipedia.org/wiki/Backhaul_%28telecommunications%29  

http://www.broadbandexpert.com/wireless-internet/networking-advice/what-is-a-backhaul/  

 

Basic Troubleshooting will be covered in the Home Network Repair class 

 

 

Steve Solberg 

January 30, 2016 
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